ABSTRACT Low-power wide area (LPWA) technologies are strongly recommended as the underlying networks for Internet of Things (IoT) applications. They offer attractive features, including wide-range coverage, long battery life, and low data rates. This paper reviews the current trends in this technology, with an emphasis on the services it provides and the challenges it faces. The industrial paradigms for LPWA implementation are presented. Compared with other work in the field, this paper focuses on the need for integration among different LPWA technologies and recommends the appropriate LPWA solutions for a wide range of IoT application and service use cases. Opportunities created by these technologies in the market are also analyzed. The latest research efforts to investigate and improve the operation of LPWA networks are also compared and classified to enable researchers to quickly get up to speed on the current status of this technology. Finally, challenges facing LPWA are identified and directions for future research are recommended.
I. INTRODUCTION
Internet of Things (IoT) technologies have improved the way we live. These technologies address many of the challenges that humans are facing today, such as population growth, energy concerns and increasing demands for better means of sensing our environment. Approximately 28 billion devices, including more than 15 billion machine-to-machine (M2M) and consumer electronic devices, are expected to be communicating over short-range radio technologies such as WiFi and Bluetooth and particularly over wide area networks (WANs) based on cellular technology by 2021 [1] , [2] . This is mainly due to the continuous decrease in the cost of sensors and actuators as well as innovations in communication technologies. We refer interested readers to [3] - [6] for more details on the IoT technologies and applications.
Low power wide area (LPWA) networks have attracted considerable attention from the research community and industry as strong potential solutions for satisfying the requirements of diverse IoT applications. Although the term LPWA is relatively new, the design goals of this technology have been pursued for some time under different terms, including M2M, wireless sensor networks (WSNs) and IoT. IoT applications are characterized by their low data rates, power consumption and cost. Various sectors, such as transportation, healthcare, agriculture and industry are expected to exploit the features of LPWA technology. Personal healthcare systems, smart cities, smart grids, on-street lighting control and metering systems are among the applications that require communications over a large geographical area based on cheap and low-power devices. Such devices can be deployed and moved around over a wide area with the support of LPWA networks. Figure 1 shows the main sectors in which LPWA technology can be deployed.
The main target of the LPWA technology is IoT applications that run on affordable low-battery devices and require communications over a wide geographical area. The success FIGURE 3. Energy efficiency and terminal and connection costs of wireless technologies [2] . cellular generations) is another reason why cellular technologies are not sufficiently practical for IoT devices [12] .
Similar efforts have previously been made to review the LPWA literature in [2] , [8] , [9] , [13] - [15] , and [16] . Both [2] and [9] have explored the advantages and disadvantages of LPWA solutions as well as efforts to standardize the technologies; the current deployment status in Spain is also discussed in [2] . Reference [9] , on the other hand, is a more comprehensive survey. It mainly focuses on the goals of LPWA technology and the techniques used to achieve these goals. It also presents the efforts made by standard developing organizations (SDOs) such as IEEE, ETSI, 3GPP, and IETF as well as industrial consortia such as the Weightless SIG [17] , the LoRa Alliance [18] , and the DASH7 Alliance [19] to standardize LPWA technologies. As three major low-power, long-range M2M-enabling technologies, LPWA, IEEE 802.11ah [20] , and cellular-based M2M communication networks are compared in [8] . The work presented in [16] is limited to the review and comparison of LoRa and narrow band-IoT (NBIoT) with general packet radio service (GPRS), while [14] and [15] are merely comprehensive surveys limited to SigFox, LoRa and NB-IoT, and the focus of [13] is LoRa [21] .
Although this paper offers distinctive contributions, LPWA is still considered a new area of research, and therefore, the need for similar work is justified. It surveys the current trends in the LPWA networks. Through this survey, we present the most dominant LPWA technologies and the needs for integration among them and also address ways that LPWA technology can support the rapid growth of IoT applications and the challenges associated with these technologies.
Compared with other surveys, our paper justifies the need for integration among different LPWA solutions and recommends suitable technologies for diverse IoT application and service use-cases. Short-range and long-range M2M wireless enabling technologies are compared and analyzed for the IoT. Moreover, recent research undertaken on all aspects of the LPWA is compared and categorized, and contributions and techniques are identified. The market opportunities inspired by these technologies are analyzed. This review provides researchers with a thorough survey to get them up to speed on the discussed topics in a single article. It is therefore an informative and up-to-date survey for readers interested in the LPWA networks.
The remainder of this paper is organized as follows: Enabling technologies of short-range and long-range wireless M2M are compared and analyzed for the IoT in Section II. Section III analyzes the market opportunities created by the LPWA industry. The need for integration among diverse LPWA technologies is justified in Section IV. Section V recommends suitable LPWA technologies for a wide range of IoT application use-cases. The main LPWA challenges are identified, and recommendations for future research are presented in Section VI. The paper is concluded in Section VII.
II. WIRELESS TECHNOLOGIES FOR M2M COMMUNICATIONS
Fast growing interest in M2M communications and unsuitability of wireless technologies designed for human use, such as cellular networks [22] , for this type of communication have pushed the industry to develop a number of wireless network solutions specifically for M2M communications. Devices through an M2M wireless system can collect information and share it with other devices to monitor or control the environment around us without the need for human intervention.
In this section, we survey the dominant M2M wireless technologies and categorize them into short and long range solutions. We then analyze the trade-off in wireless systems for the IoT in terms of power and energy consumption, licensing, signal-to-interference-plus-noise ratio (SINR), data rates, reliability and end device active time.
A. SHORT-RANGE M2M WIRELESS TECHNOLOGIES
There are a number of short-range M2M wireless technologies with different features and performances. Bluetooth, ZigBee, and WiFi are examples of these systems. The technical features and applications of these systems in the area of IoT are investigated in the sections below:
1) ZigBee
ZigBee [30] is a specification designed for connecting low power wireless personal devices located in a small area. It features low data rates (a maximum of 250 kbps) and low power, which best fit applications that are delay tolerant. In addition to the low data rate, network range and capacity are two main limitations of ZigBee. ZigBee can connect up to 255 devices within a maximum of 100 m [29] , [31] .
ZigBee has been widely used in WSN for a wide range of applications including home and commercial building automation, industrial plant monitoring, fitness, wellness and intensively in health and aging population care [32] . It has been identified as a suitable solution in agriculture and environmental monitoring [23] .
ZigBee uses the IEEE 802.15.4 [27] medium access control (MAC) protocol for MAC layer operation [32] . As a low-power consumption standard, IEEE 802.15.4 is not suitable for IoT applications that require coverage of large areas and communication among a large number of devices [23] . Its small coverage range of 100 m and connectivity support for 255 devices can be achieved through operating in the unlicensed 2.4 GHz band using the direct sequence spread spectrum (DSSS) at data rates of as much as 250 kbps. 802.15.4 relies on the popular carriersense multiple access with collision avoidance (CSMA/CA) MAC protocol.
2) BLUETOOTH
Portable devices can also be connected using a wireless technology standard called Bluetooth [28] . Bluetooth is an industry specification currently managed by the Bluetooth special interest group (SIG). It sends small packets over multiple 1 MHz channels of bandwidth and uses short-range radio frequency (RF) from 2.402 to 2.480 GHz of the industrial, scientific and medical (ISM) band.
The IEEE standard for Bluetooth is 802.15.1 [33] , in which the radio for the physical layer and logical link control and adaptation protocol (L2CAP), link manager protocol (LMP) and baseband for the MAC layer are defined. Bluetooth has been mainly used for connecting wireless devices distributed in a small area (maximum of 30 m). Multiple radios allow a number of different applications such as streaming audio between a smartphone and speaker, controlling medical devices from a tablet or exchanging messages between nodes. On the one hand, the Bluetooth low energy (BLE) radio is designed for ultra low power and reliable and secure operations of continuous data streaming applications. The data are transmitted over 40 channels using a robust frequencyhopping spread spectrum (FHSS) to provide ranges for data rates (between 125 kbps and 2 Mbps), power levels (from 1 mW to 100 mW) and security options. The Bluetooth basic rate/enhanced data rate (BR/EDR) radio on the other hand, which is typical for burst data transmission, can support data rates from 1-3 Mbps and similar power and security levels of the LE radio [28] .
Bluetooth has been adopted by a number of use-cases including control and monitoring of smart building and industry and automation of heating, air conditioning, security, lighting and location services such as indoor navigation, asset and item tracking, space utilization and point of interest information [28] . BLE was identified as the most suitable short-range communications solution in healthcare [34] .
3) WiFi IEEE 802.11 (also called WiFi) is another short-range technology that enables communication between wireless devices within a limited distance. WiFi is commonly used for closed environments such as homes and offices. It uses 5 GHz and 2.4 GHz in the ISM band. In addition to the IEEE 802.11, there are 802.11a/b/e/g/h/i/k/n/p/r/ac/ad/ax standards [26] . Additional features were added to 802.11ac to improve the performance and speed and better manage the interference. It achieves these features through more channel bounding and MIMO and denser modulation.
WiFi has advantages over ZigBee and Bluetooth in terms of the data rate and coverage distance. New generations of WiFi allow nodes to communicate at very high data rates (e.g., 802.11ad has a data rate up to 7 Gbps) and, compared with ZigBee and Bluetooth, have much lower latency and higher power consumption. WiFi has managed to extend the communication distance and decrease delay (at the expense of power consumption), but the number of supported devices has remained a challenge [31] , [35] . The WiFi improvements, therefore, do not meet the requirements of the IoT applications.
The technical features of the discussed short-range M2M wireless technologies are summarized in Table 1 .
Although, ZigBee, Bluetooth and WiFi have been used for connecting various wireless devices, they are not able to address the demands of current IoT applications in terms of network range, capacity and power efficiency. This necessitates the design of other technologies that maintain the good features of available technologies and enhance their limitations. Furthermore, they should allow M2M communications while meeting the requirements of different IoT applications and can be deployed in all environments.
B. LONG-RANGE M2M WIRELESS TECHNOLOGIES
The main requirements of the IoT applications are long distance coverage, high network capacity, low data rates, low power consumption, and affordable devices. The technologies discussed in Subsection II-A are limited by the transmission range and number of devices. LPWA technology is considered a potential solution for M2M communications. M2M limitations on coverage and inefficient energy consumption force IoT providers to rely on LPWA networks for diverse IoT applications.
The IEEE 802.11ah Task Group has been assigned by the IEEE 802 LAN/MAN standards committee (LMSC) to work on extending the range and data rate of the IEEE 802.11ah standard so that it achieves energy efficient protocols suitable for IoT applications [35] . IEEE 802.11ah is a WiFi based low data rate and low-energy consumption solution that can cover up to 1 km with 200 mW default transmission power at a minimum data rate of 100 kbps operating in frequency bands less than 1 GHz (TV White Space bands are excluded) [20] . Using efficient modulation and coding schemes (MCSs) and proper propagation characteristics and operating in relatively narrow bands enable this technology to provide hundreds of Mbps (subject to channel conditions) and to be energy efficient [35] . The IEEE 802.11ah physical (PHY) layer is based on the IEEE 802.11ac and adopted to the use of sub bands. It uses orthogonal frequency division multiplexing (OFDM), multiple-input multiple-output (MIMO) downlink multi-user MIMO (DL MU-MIMO) and MCSs similar to IEEE 802.11ac. To cover long distances between a large number of low power nodes, the PHY and MAC layers implement a number of innovative approaches including hierarchical association identification, restricted access window, traffic indication map and segmentation, target wake time, and smaller headers [23] , [35] .
IEEE 802.11ah is a promising communication solution for outdoor WiFi devices; however, it cannot be deployed in environments such as remote or underground areas [22] . LPWA networks have been proposed to replace short-range M2M wireless technologies. They have emerged to close the gap between local wireless and mobile wide area network technologies. They have features that are particularly attractive for IoT devices and applications, which will enable them to play a significant role over the next few years. LPWA technologies utilize various mechanisms to satisfy the requirements of modern IoT applications. Main characteristics of the LPWA networks are summarized below:
• Long-range coverage LPWA networks offer optimized coverage for longrange communications, with a +20 dB gain over legacy cellular networks. This allows end devices to stay connected to their base stations over tens of kilometers [9] ( Figure 2 ).
• Low data rates LPWA networks target services that are not sensitive to losses and delays. For most of the use-cases presented in Section V, single signals of a few bits are usually reported, which, in most cases, correspond to an ''OK'' status ( Figure 2 ).
• Low power consumption Power consumption is a major concern with respect to mobile end devices. LPWA networks are designed to prolong battery lifetimes by placing devices in lowenergy sleep mode and only waking them when they need to communicate with the gateway (Figure 3 ). This makes it possible for devices to operate on a single coin cell for several years [36] . LPWA applications operate over power-optimized radio networks.
• Low-cost end devices Since complex processing is mainly offloaded to the base station and the end devices are awake only when they have data to report, the cost of such a device can be as low as ten dollars or even less ( Figure 3 ). SigFox's packet would have been 15% longer if the message was decoded on the end devices [37] . For example, LoRa wide area network (LoRaWAN) and SigFox devices cost approximately $2-5 each.
• Large numbers of end devices Two of the design goals for LPWA networks are high network capacity and scalability. Billions of devices are predicted for IoT deployment scenarios [12] , in which a base station may be connected to hundreds of thousands of devices [38] . LPWA technologies use a number of techniques to support such massive numbers of devices. Some of these techniques include the use of ultra narrow band (UNB) communication, which enables the coexistence of a large number of devices within a cell while controlling interference and adaptive data rates and channel selection [9] .
• Usage of unlicensed spectrum Most LPWA technologies use free licensed spectrum resources within the ISM band. Therefore, LPWA providers do not need to pay for licensing, thus lowering the cost of deployment.
• Simplified network topology LPWA networks are deployed in a simple star topology (instead of the mesh or tree topologies used by other technologies), in which end devices are directly connected to the base station through their modems. This simple deployment scheme allows devices to operate over a thin and scalable infrastructure that spans a range of several kilometers. This also simplifies the installation of hardware. Additional base stations can be used to further extend the coverage. A star-of-stars topology can also be used to connect a cluster of base stations via gateways or concentrators [2] . There are currently a number of LPWA providers, such as Semtech [39] , SigFox [40] , Ingenu [12] , Silver Spring [41] and Telensa [42] . The diversity in the LPWA technologies is mainly due to the difference in the PHY and MAC specifications. The SDOs have exerted much effort to enable communication between these diverse technologies through standardizing or amending the design of the PHY and MAC layers. Some (e.g., Telensa) have already begun standardization of their LPWA technologies [9] . The PHY/MAC challenges of SigFox, LoRa, Weightless and RPMA for the IoT have been analyzed in [43] . In this section, we explore LoRaWAN, SigFox, RPMA [44] , Telensa and NB-IoT [45] . We refer readers interested in other LPWA technologies to [2] and [9] .
1) LoRaWAN
LoRa [39] stands for Long-Range, a physical-layer technology for long-range, low-power wireless communication systems invented by Semtech. LoRa, among other LPWA technologies such as SigFox and WiSUN [46] , is one of the most promising and widely adopted technologies [47] . Its robustness to interference and long-range coverage (more than 10 km) are made possible through the use of M-ary frequency-shift keying (FSK) modulation (symmetric for uplink (UL) and downlink (DL)) and chirp spread spectrum (CSS) modulation, a technique in which the signal is modulated by chirp pulses [48] . Real experiments by [49] have shown that LoRa can cover more than 15 km on the ground and close to 30 km on the water using the 868 MHz ISM band with a transmit power of 14 dBm and the maximum spreading factor (SF). LoRa is now available from mobile network providers around the world [39] .
LoRa technology operates under the LoRaWAN protocol developed by the LoRa Alliance. LoRaWAN is designed for battery-based end devices. The end devices are connected to the central network server through a gateway (also called a concentrator or base station) in a star-of-stars topology. End devices make connections to one or more gateways using single-hop LoRa or FSK communication, whereas the gateways and network servers are connected using standard Internet protocol (IP) connections [21] . Figure 4 shows both LoRa and LoRaWAN.
Different channels and data rates are utilized by end devices using unlicensed radio spectrum resources in the ISM band [21] . Studies have shown that sub-band selection and combination affect the quality of service (QoS) [50] . An adaptive data rate scheme facilitates per end device data rates and frequencies and maximizes the network capacity and battery life of end devices. LoRa can support data rates from 0.3 kbps to 50 kbps [21] . To mitigate interference, end devices select channels in a pseudo-random fashion for every transmission. They also ensure that the maximum transmit duty cycle and maximum transmission duration are suitable to the sub-band used and compliant with local regulations [21] . It has been revealed that unlike channel duty cycle limitation, the duration of receive window affects the throughput for small packet size, SF has a significant impact on the network coverage and LoRaWAN is similar to ALOHA in that its performance degrades rapidly as load increases [11] . A nearoptimal throughput was reported to be achieved by means of the pure ALOHA protocol and a proposed particle-filterbased retransmission control algorithm [51] . Figure 4 illustrates how LoRaWAN supports various applications through three bidirectional classes of communication, as described below [21] :
Class A allows end devices to communicate bidirectionally. This class is supported by all LoRaWAN devices and is compatible with Class B and Class C. Class A operation requires the lowest power end devices. The end devices receive random windows on the DLs. Pure ALOHA is deployed for ULs by devices in this class.
Class B end devices have received windows at scheduled times in addition to the random receive windows of Class A. Beacon is used for time synchronization with the server and 
2) SigFox
SigFox [40] is another proprietary LPWA solution that operates in the 200 kHz band of the publicly available spectrum to transfer 100 Hz wide messages at a data rate of 100 bps or 600 bps. Using UNB modulation, SigFox achieves a range between 10 and 50 km and robustness against noise. The maximum payload sizes for UL and DL are 12 and 8 bytes, respectively. Thus, a message is expected to take only a short time (an average of 2 s) to reach the base station. Due to the small message size and a restriction on the number of packets per day, this solution requires less energy, consequently prolonging the battery life of devices. Each device is limited to a maximum of 140 UL messages and 4 DL messages under the strictest regulations [15] , [34] . SigFox relies on the cloud for computing and pushes the network complexity to the base station to achieve affordable and energy-efficient devices. Unlike in cellular protocols, a SigFox device can connect to any of the three base stations in its range. The resistance of SigFox to interference is based on the implementation of three different diversity schemes: time, frequency, and space [40] .
3) RANDOM PHASE MULTIPLE ACCESS (RPMA)
The proprietary LPWA technology known as RPMA [44] was proposed by Ingenu (formerly On-Ramp). Unlike LoRa and SigFox, RPMA does not use sub-bands; it instead uses the global 2.4 GHz ISM band to realize a worldwide vision of the LPWA. RPMA relies on DSSS modulation, which does not impose a limit on the duty cycle or maximum frame duration in the global 2.4 GHz ISM band. For this reason, RPMA has the advantages of worldwide availability, wider spectrum utilization, and higher transmission power (and thus higher VOLUME 6, 2018 [8] , [9] , [14] , [15] , [34] , [39] , [40] , [45] , [52] , [56] , [61] - [63] .
coverage) compared with LPWA technologies operating in fractured, regional sub-GHz ISM bands, such as LoRa and SigFox. RPMA features high data rates of up to 624 kbps on the UL and 156 kbps on the DL [8] , [52] , wider coverage and higher energy consumption than LoRa and SigFox due to the use of the 2.4 GHz ISM band [47] . Ingenu designed RPMA [53] for the physical layer to keep the packet size small and to enable unscheduled communication, which is not possible with DSSS [12] . Interference in the 2.4 GHz ISM band and limitation on power in some regions such as Europe are the main drawbacks of this technology [54] .
4) TELENSA
Telensa [42] uses UNB [55] , a patent radio technology, to realize end-to-end communications for IoT applications. It operates in the license exempt radio spectrum, including ISM bands around the world. Telensa, in cooperation with ETSI, has made efforts to standardize their LPWA solutions. It features fully unicast bidirectional and broadcast communications that span over a wide range at low data rates.
5) NB-IoT
A new LPWA solution called NB-IoT, which uses mobile network providers, was designed and standardized by 3GPP. Although NB-IoT is defined in Release 13 [45] of the LTE standard, it is considered a standalone technology. NB-IoT was designed with IoT applications in mind, hence its name. NB-IoT relies on a decreased data rate (no higher than 158.5 kbps on the UL and 106 kbps on the DL [56] ) to reduce device cost and battery consumption. It therefore lacks LTE features such as measurements to monitor channel quality, carrier aggregation, and dual connectivity [14] , [15] . NB-IoT is based on the core network of the LTE system, the evolved packet core (EPC) framework, defined in Release 8 of the standard. Under the EPC architecture, user data (also known as the user plane) and signaling (also known as the control plane) are separated to make the scaling independent [57] . Reference [58] has found that NB-IoT has a lower UL time delay, higher channel utilization and wider coverage than the LTE technology. Handover in NB-IoT R13 is only possible prior to connection establishment [59] .
More features have been added to NB-IoT in 3GPP LTE Release 14 to provide better performance while maintaining the R13 current merits. Increased localization accuracy, higher data rates, offers for lower power consumption classes, improved non-anchor carrier operation, multicast and mobility support and coverage improvement are among these features [56] , [59] . The 3GPP Release 14-based commercial NB-IoT solution is now available [60] . Table 2 summarizes the characteristics of the surveyed LPWA technologies.
C. IoT WIRELESS TECHNOLOGIES' TRADE-OFF
Traditionally, there has been an interest in wireless technologies that can support high data rates and that offer reliable and low latency communications. This trend has best addressed the requirements of human users who are normally greedy for optimum services. The response for this need was the emergence of wireless technologies represented by shortrange systems and long-range cellular systems.
High demand for communications between wireless devices has led to technologies that suit the applications running on these devices without needing human intervention. The outcome was a number of technologies that best fit these applications regardless of their differences in features and performances.
The first generation of M2M wireless systems managed to realize the IoT. However, there are drawbacks that limit the achievement of this goal. Some of these missing features of short-range M2M wireless systems are long communication distance, low-power consumption and high scalability. There are conflicting goals that make the adoption of these systems impossible. For example, ZigBee is able to range less than 100 m for a maximum of 255 nodes. To cover more area and support more devices, one solution is to have gateways or relays connected in mesh topology, which results in a more complex environment, requiring more sophisticated protocols. Furthermore, such architecture requires complex MAC protocols to reduce packet loss and the number of retransmissions. Moreover, these low data rate systems consume more energy per transmission bit. To overcome the limitations of short-range M2M wireless systems, a new generation of technology has been proposed that minimizes these differences and trade-offs toward better supporting the requirements of IoT applications.
There are many trade-offs in short-and long-range M2M wireless systems. For example, LPWA is characterized by low power consumption but wide network range and simple deployment management for an enormous number of low cost devices [9] , [13] , [36] . Different techniques are used by LPWA to achieve these conflicting features. These techniques include the use of a reliable Sub-GHz band, efficient modulation, simple star topology, duty-cycling, simple MAC protocols, and simplified end-devices. Table 2 explains the full list of these techniques.
There has been an understanding that licensed wireless technologies are better than unlicensed. This conception may need to be reconsidered with new technologies that operate in unlicensed spectrum and can provide close or similar performance [64] . As is the case with most technologies, wireless systems have provided cost-performance frameworks, i.e., better performance for higher cost. In the past 30 years, substantial improvements to unlicensed technologies have resulted in considerably higher speeds through better modulation, compression, interference mitigation and efficient spectrum techniques [64] . Although unlicensed technologies have advantages such as operation in any geographical area free of charge, unlicensed band frequencies (e.g., 5.4 GHz and 5.8 GHz in US) are not exclusively available for use.
Licensed systems do not require complex mechanisms to handle spectrum crowding and interference. Systems with such link performance operate at higher SINR and throughput compared with unlicensed systems. On the other hand, systems operate in license exempt frequency bands have a higher collision probability and thus lower SINR and throughput due to highly likely subjection to interference caused by other communications over the same frequency.
Before the emergence of LPWA, the industry showed vigilance towards the unlicensed part of the spectrum regardless of the substantial improvements introduced to these systems. The concerns were based on the fact that licensed systems are well prepared against interference and have higher reliability and performance [64] .
The technical differences between licensed and unlicensed technologies have been diminished by LPWA [65] . They are divided over licensed and unlicensed spectrum technologies. LoRa, SigFox, RPMA and Telensa are unlicensed spectrum based, while Nb-IoT is licensed spectrum-based technology. There have been efforts by a group of mobile operators to standardize the LPWA technologies on licensed spectrum [7] .
Transmission of unlicensed wireless systems does not necessarily mean that devices can stay active for a long time. SigFox, Telensa and LoRa, for example, use the unlicensed spectrum but are restricted to a 1% duty cycle in EU 868 ISM sub-band restricting device activity and channel utilization. It was found that each end device can have a maximum transmission time of 36 s/h [47] .
As opposed to licensed systems, unlicensed wireless solutions are generally featured by high power consumption. For instance, RPMA operates in unlicensed global band 2.4 GHz ISM and consumes high power due to the use of high spectrum band [47] . The data rates of LPWA technologies are relatively low, resulting in more energy incorporated in each transmitted bit. This denotes that, being low power, LPWA is not necessarily a low-energy system.
In terms of reliability, most unlicensed LPWA technologies (LoRaWAN, SigFox and Telensa) can provide reliable and robust communication with their low power transmission over the Sub-GHz band, which is not severely affected by attenuation and congestion [9] . NB-IoT is a licensed technology that performs at 158.5 kbps; RPMA performs at 624 kbps and is unlicensed. Thus, with respect to LPWA, licensed systems do not necessarily have higher data rates than unlicensed systems.
III. MARKET OPPORTUNITIES
Industrial consortia have shown tremendous interest in LPWA technology since its emergence a few years ago. Many technology providers, including the LoRa Alliance, SigFox [40] and Ingenu [66] , have launched LPWA products. Telensa [42] , another LPWA provider, has deployed more than nine million devices across 30 countries. Smart lighting, parking and tracking are their main successful use cases [42] .
It is forecast that there will be 25.1 billion IoT units (mainly consumer applications) in 2021, with an investment of $3.9 trillion, representing growth at 32% CAGR from 2016 [67] . NB-IoT is expected to have a massive share in this growth by connecting over 3 billion devices by 2023 [68] . IoT applications are expected to earn a revenue of 4.3 trillion dollars by 2024 [69] . Figure 5 compares the percentage of the global share of LPWA M2M connections with the shares of 2G, 3G, and 4G+ (4G and 5G). It also shows the expected rapid growth in LPWA M2M connections, from 7% in 2016 to 31% by 2021 [70] . This trend indicates that mobile network operators are seeking other means of offering M2M connectivity to their customers as alternatives to cellular networks.
The expected growth of 4G technology depicted in Figure 5 is due to its high data rates, low delays and strict security. VOLUME 6, 2018 FIGURE 5. LPWA, 2G, 3G, and 4G+ (4G and 5G) global mobile M2M connections [70] .
These beneficial features, however, will not prevent mobile providers from deploying LPWA networks in the M2M segment. North America and Western Europe will be the top two regions for LPWA adoption by 2021, with shares of 31% and 20%, respectively [70] .
IV. NEED FOR HORIZONTAL INTEGRATION AMONG LPWA TECHNOLOGIES
There are a number of LPWA technologies, each with common and unique features. The reason for this diversity in features and operations is that most LPWA solutions have been designed by the industry to fulfill certain market demands and have not gone through the SDOs. Many efforts are now being undertaken by IEEE, 3GPP, IETF and ETSI to bring these technologies closer together. A proper understanding of and compatibility among these diverse technologies will be necessary to make interoperability possible. Whereas gateways, backend base stations, IoT middleware and virtualization have been proposed to facilitate interoperability between LPWA technologies [9] , we investigate the cause of this diversity and argue the need for interoperability between various technologies.
In this section, issues related to the compatibility among LPWA technologies are discussed, and the need to address this diversity and achieve better integration is explained. Diversity mainly arises due to the ways in which these technologies address the MAC and physical layers, more specifically, the bands they operate in, the modulation and MAC mechanisms, the payload formats and sizes, the communication modes, and the techniques used for forward error correction (FEC) and security.
LoRa and SigFox operate in unlicensed ISM radio bands, but each uses a different type of radio. SigFox's UNB uses a thin peak of the spectrum, whereas LoRa's CSS spans the entire available bandwidth [36] . By contrast, Telensa uses its own patented UNB radio technology operating in the license exempt spectrum. RPMA uses the global 2.4 GHz band, resulting in more interference and propagation loss at high frequencies. The robustness of physical layer enables this technology to operate in these challenging environments [13] . Most LPWA solutions operate in the ISM band and thus have an advantage over NB-IoT, which operates in licensed cellular bands, because they do not require the involvement of mobile operators [47] . This variety in radio technologies may be to the benefit of IoT applications in providing the service that fits best.
RPMA is not suitable for applications powered by battery due to the high processing power consumption of its underlying topology. SigFox, on the other hand, is not suitable for devices that require regular transmission due to its traffic limits, as mentioned in Section II-B.2. Moreover, SigFox's on-air transmission makes it non-compliant with some countries' regulations. The US, for example, imposes a maximum of 0.4 s of on-air transmission, which is much less than SigFox's approximate on-air transmission time of 2 s [2] . In addition, the band used in the US is less robust against interference than the band used in Europe. SigFox and Telensa lack the guarantee of QoS and thus limit the options for services demanding this feature. On the other hand, LoRaWAN and SigFox require a subscription to use cloud services [14] , [71] .
A possible issue that may arise from this diversity, particularly for solutions that are not standard-based, is complexity. Some of this complexity arises from the ways in which these technologies secure their communications and manage their services. An additional layer above the radio layer for the sake of convergence, similar to the IP layer of the Internet, has been proposed to mitigate this complexity. IPv6 and the constrained application protocol (CoAP) [72] are two potential protocols for providing connectivity among LPWA devices regardless of their underlying radio technologies [36] . This would allow Internet-based services to be provided to applications running on end devices.
Each LPWA solution offers a variety of characteristics that may or may not exist in other solutions. For example, WiSUN [73] , a global industry alliance aimed at the standardization of wireless technologies for IoT applications already supports IPv6 through the IETF IPv6 stack for IPv6-based LoWPAN (6LoWPAN), but additional work will be required on security and identity management, as IoT devices are protected differently from computers. The IoT-based attack on KrebsOnSecurity.com could serve as evidence of this threat [36] .
The PHY and MAC layers of RPMA are based on the IEEE 802.15.4k standard [74] . The standard targets long-range and low-energy critical infrastructure monitoring networks. The IEEE 802.15.4k standard has been amended to adopt DSSS modulation in the PHY and MAC layers [75] . It also provides a QoS guarantee by prioritizing traffic [9] . Both SigFox and Telensa use UNB modulation, and LoRa uses the orthogonal sequence spread spectrum (OSSS) modulation technique. The goal of ETSI's low throughput network (LTN) technology is to standardize bidirectional low-rate LPWA technologies. According to the LTN specifications [76] , either the UNB or OSSS modulation scheme can be deployed by LPWA solutions in sub-GHz ISM band. However, it is recommended to use binary phase shift keying (BPSK) on the UL and Gaussian frequency shift keying (GFSK) on the DL for UNB implementation and OSSS for bidirectional communications. The LTN approach has motivated a few LPWA providers, including SigFox, Telensa, and Semtech, to standardize their solutions while maintaining proprietary modulation schemes [9] .
The data rate of LoRaWAN depends on the SF and bandwidth. To avoid collision, simultaneous transmissions must select different SFs and channels. In addition to PHY/MAC constraints, the performance of LoRaWAN is limited by duty cycle regulations in the ISM bands. A key constraint for LPWA technologies operating in unlicensed bands is the restriction imposed on the duty cycle, which limits an end device's occupation of the channel. SigFox, Telensa and LoRa devices are restricted to a maximum 1% duty cycle in the EU 868 ISM band [47] . The maximum transmission time for each end device operating in each EU 868 ISM sub-band was computed to be 36 s/h. Another issue that arises from the duty cycle restriction is that the channel selection must be compliant with the maximum duty cycle [47] .
V. LPWA SUITABILITY FOR IOT APPLICATION AND SERVICE USE-CASES
The characteristics discussed in Section II-B make LPWA networks suitable for IoT applications. A wide range of IoT services mainly require low data rate reporting, constrained by low-power end devices. A few times a day, small delay-/loss-insensitive frames, on the order of tens of bytes, are sent by these devices [36] . Examples of such IoT applications include measurement (such as of soil features), monitoring (such as of natural materials), and prediction of failure (such as of car engines). In most industries to date (except for oil and gas), the cost of deploying wired or cellular networks to collect and report data has been too high. LPWA networks enable the monitoring and reporting of this information in a cost-effective way due to the low cost of devices, deployment and operation. LPWA technology can support IoT applications with lower costs for a given number of monitored objects and a given range of deployment.
LPWA networks are expected to be increasingly used in various sectors. LPWA feasibility has been demonstrated for infrastructure monitoring, transportation, asset tracking, security and health care [22] . LPWA has also been used for receiving data from a lighting monitoring system [53] . The LPWA solutions that are investigated in this paper are recommended for a number of use-cases. Although LPWA technologies can be deployed in a wide range of sectors, we focus on the use-cases explained in Figure 1 . Our recommendations are based on the features of the LPWA technologies that best meet the requirements of each use-case. We further limit the recommendations to the technical parameters listed in Table 2 . Therefore, the implementation details such as the architecture, hardware and software are beyond the scope of this paper. Interested readers are referred to [3] , [22] , [34] , and [77] for details on the IoT system architecture and implementation.
To make the proper suggestion for each use-case, we must first understand what is required by each application.
We characterize the use-cases of Figure 1 according to their demands for bitrate, mobility and real-time communications. We take into account that other requirements such as low deployment costs, wide network coverage, high capacity, strong security and high energy efficiency are the design-tocriteria of LPWA, which are for the most part provided by the technologies listed in Table 2 .
The suitability of LPWA technologies for real-time support is recommended based on a data rate of 28.8 kbps for realtime services, such as two-way control applications [78] , and between 130 kbps to 4 Mbps with MJPEG coding (low quality) and MPEG-4/H.264 coding (1920 × 1080 resolution and 30 fps) for IP-based video surveillance systems [47] . Generally, LoRaWAN, RPMA and NB-IoT meet the data rate requirements of two-way control applications, while only the latter two satisfy the minimum data rate requirements of IP-based video surveillance systems. Although each LPWA technology can support regular reporting by sending short periodic messages, not all are suitable for frequently changing environments (ex: smart healthcare where reporting eventdriven alerts is inevitable) such as SigFox due to local regulations and other operating restrictions. LoRaWAN with duty cycle regulation does not satisfy the requirements for deterministic monitoring and real-time operation [47] . Unlike other technologies, NB-IoT operates within a licensed network, and the service is not available in some areas such as outlying districts and agricultural lands. LoRaWAN must be carefully dimensioned for each use-case based on key limiting factors such as the number of devices, the selected SF, and the number of channels [47] . The comparative study in [15] found that SigFox and LoRa are efficient in terms of battery lifetime, network capacity and deployment cost, while NB-IoT has the advantage of low latency and support for QoS.
Smart meters with sensors monitor and meter the usage of resources such as oil, gas, electricity and water or other relevant information such as soil and oil pipeline status and report this information to the monitoring center. This information is sent periodically or when events that require urgent attention occur such as device breakdown. LPWA networks have yet to be widely used for operating sophisticated meters. Smart meters are no longer only used for measuring the amount of resources passing through them. They should be capable of tracking peak demand, measure utility quality and meter temperature, enable communication between multiple meters [79] and even determine whether we are home [80] . These meters are normally stationed on premises and require low reliability and low to medium bitrates [22] , [65] . Given these requirements, any studied technologies can be deployed taking into account the SigFox's daily limited number of packets and high latency, which may disqualify it for critical event-driven alerts. NB-IoT and RPMA both have preferences over other technologies for their long-range coverage and concerns and at the same time for their licensing requirements and power consumption. Wireless M-Bus is a European standard specified in EN 13757-5:2015 [81] that is VOLUME 6, 2018 widely deployed in Europe for metering applications such as water, gas and electricity. LoRa and NB-IoT have been proposed for smart gas metering [59] , [82] , water metering [59] and electric metering [15] , [47] , [56] , whereas RPMA, SigFox, LoRaWAN and NB-IoT were recommended by [8] . LoRaWAN, SigFox, and RPMA were selected as suitable LPWA networks for smart metering applications [37] . Tens of thousands of electricity meters were set up with LoRa technology in the region of the Calenberg Land near Hanover, Germany [83] .
Smart house and industrial use-cases require automations such as monitoring and control at bitrate ranges from low to high for smart house applications and low for industrial applications. These applications are commonly stationed and thus do not require mobility support. Smart house applications, however, may require video surveillance that can be supported by RPMA and NB-IoT considering the video surveillance minimum data rate requirement (130 kbps) as mentioned earlier in this section. LoRaWAN was found to be inappropriate for video surveillance due to its low data rate [47] . However, any LPWA technology can be deployed for periodic reports. NB-IoT was recommended by [16] , [56] , and [59] and LoRa and SigFox by [15] for a similar purpose.
On the other hand, industrial application requirements for two-way control automation can be met by LoRaWAN, RPMA and NB-IoT. It is worth mentioning that LoRa, SigFox and NB-IoT have been recommended by [15] for manufacturing automation. However, [47] argues that LoRaWAN can only be a candidate solution for small networks with careful configuration of the SF and number of channels. KNX [84] and EN 50090-1:2011 [85] are two standards for home automation. Modbus series are a number of protocols used for automation and monitoring in industry [86] .
Health care systems should collect real-time measurements [34] of patients through relevant sensors, send them to health centers and prioritize critical conditions that require urgent attention. Furthermore, mobility support for remote clinics and patients is required. A number of licensed and unlicensed options are available for this use-case. Given that two-way real-time medical control requires at least 28.8 kbps [78] , LoRaWAN, RPMA and NB-IoT can be used. However, remote doctors occasionally need to have video sessions with their patients. Thus, similar to smart house applications, RPMA and NB-IoT can support realtime video based monitoring of health conditions. Finally, any investigated technology is suitable for medical periodic reports and event-driven alerts except SigFox for the same reason mentioned above. Systems that are deployed for smart healthcare obviously should be energy efficient and support a large number of devices over a wide range. The best options are NB-IoT (overlooking the licensing costs) and LoRaWAN in terms of network capacity and range, with 53,547+ versus 40,000 nodes and a 15 km (urban) versus 5 km (urban) range, respectively. NB-IoT was determine to be the most suitable long-range communications solution in healthcare [34] . The combination of short-range and long-range M2M communications is proposed for healthcare in which the central node of the wireless body area network (WBAN) and sensors are connected using technologies such as Bluetooth and ZigBee, whilst WBAN is connected to the provider's base station using a suitable LPWA technology [34] . Although such a system is good in the sense that available short-range M2M architectures may be employed, low power consumption, scalability and less complexity are unlikely to be achieved.
LPWA supports devices equipped on vehicles or along the road in the transportation use-case to send road condition information such as car accidents and road congestion to the management center. They can also exchange information among themselves to organize traffic and increase road efficiency. LPWA technologies deployed in this environment must provide high throughput, reliable, real-time transmission of critical information, and real-time two-way control of mobile vehicles [22] , [65] . LoRaWAN is not a fit for this environment due to its delay and jitter constraints and contention caused by the ALOHA protocol. RPMA and NBIoT can address the needs of smart transportation systems bearing in mind the high energy consumption of RPMA and the licensing cost of NB-IoT, for which trade-offs should be made. NB-IoT was found as an appropriate solution for vehicle and asset trading [56] .
LPWA technologies can also be utilized to monitor and control environmental and agricultural processes such as land watering and leak detection using small periodic or eventdriven messages. Wide coverage areas and delay tolerance (except for reporting a fault or leak) are mainly the priorities of these applications. LoRaWAN, SigFox and Telensa can support delay tolerant messages for periodic reports and event-driven alerts. LoRa and SigFox have been recommended by [15] . However, SigFox and Telensa are not suitable for real-time control due to their limitations on data rates (less than 28.8 kbps, the minimum required data rate for these types of applications). NB-IoT is also not suitable for smart agriculture services due to poor availability of the cellular network in these outskirt areas. High power consumption of RPMA is a major challenge for remote nodes and therefore excludes this technology as well. These recommendations consider mobility a requirement of these applications [22] . LoRaWAN has been recommended for agriculture applications by [16] and [47] with adequate deployment of gateways.
Smart cities are perhaps the most vital area of IoT, with an increasing number of applications and services. They bring a number of benefits to drivers, authorities and society. These benefits include reducing traffic by directing drivers to less congested roads and parking spots, reducing driving risks through restricting cars to traffic light control, reducing energy consumption by controlling street lights based on vehicle movement and managing waste intelligently. These applications are common in the sense that a huge daily number of small delay sensitive messages is triggered by events such as parking status in the case of smart parking, traffic jams in the case of smart traffic and garbage load in the case of smart waste management. In smart lighting, however, messages are sent simultaneously during sunrise and sunset, increasing the possibility of collision, while smart waste management systems can tolerate some latency. The variation of these needs impose deployments of more than one technology in this use, for example, a technology for smart waste control and another one for smart parking. However, LPWA technologies deployed for smart cities are required to cover a wide range and provide high security for a huge number of energy efficient nodes. SigFox, LoRaWAN and Telensa (in order) are appropriate license-free technologies for smart lighting and smart waste control as they meet the requirements mentioned earlier at the cost of some delay. The daily generated number of event-driven messages and high energy consumption disqualify both SigFox and RPMA and favor LoRaWAN and Telensa as two adequate solutions for event-driven alerts and two-way real-time control of smart parking and safe driving applications. LoRaWAN has been proposed for smart cities [47] and successfully tested in real parking scenarios [16] . NB-IoT is also suitable for a number of smart city services [56] at the cost of a licensing charge and is being deployed for smart city applications and services [87] . Although NB-IoT was selected for streetlights, parking and waste management by [59] , the cellular signal is normally weak in underground car parking lots and remote areas, which shows that the NB-IoT is unsuitable for smart driving and parking. The IEEE 802.15.4k-based LPWA network has been proposed for air quality monitoring [88] and critical infrastructure monitoring [89] and Telensa for smart cities [2] . Although LPWA-based air monitoring systems have advantages over traditional WSN-based systems such as wide monitoring coverage, data accuracy and real-time reporting remain challenging. This is due to the restrictions some of the LPWA technologies place on the number of packets each end node is allowed to send.
Smart grid is an IoT version of the legacy electricity network. It relies on bidirectional communications between the electricity supplier's distribution substation and consumer's electric meters to deliver and control the power in an efficient, optimized, safe, reliable and cost effective way. With smart grid, consumers' smart appliances are enabled to switch to other renewable energy sources such as solar during peak hours. In addition to the delivery of electricity, information is exchanged between the consumer's smart meter and supplier's controller to allow real-time control of power delivery [90] . Monitoring that allows detection of malfunction or failure and control that warrants proper actions are two main requirements of smart grid applications. A large number of messages [91] are expected to be communicated between a large number of consumers and the supplier in addition to securing the vulnerable stationed system elements. The LPWA technology should also be scalable to allow joining of a growing number of new devices. Given these requirements, LoRaWAN, RPMA (considering power consumption is not a concern of smart grid stationed devices) and NB-IoT (overlooking the licensing cost) are convenient for smart grid applications.
Transportation, agriculture and remote healthcare applications are characterized by mobility of nodes, strong security measures, large network range and dense capacity. SigFox and Telensa can manage interference when the number of nodes grows using the UNB modulation as in LoRaWAN by adapting the data rates. On the other hand, smart metering requires a wide coverage area but not necessarily mobility.
Based on our arguments, we recommend LPWA technologies to each of the discussed use-cases as listed in Table 3 .
VI. CHALLENGES AND FUTURE RESEARCH DIRECTIONS
There have been extensive efforts by the research community to optimize or evaluate LPWA operation. Table 4 summarizes these contributions. These works, however, have not addressed all issues associated with the LPWA network systems. In this section, we discuss current LPWA challenges and present directions for future research in this field.
In 2016, nearly 17.6 billion devices, including smartphones, tablets, and computers [100] , were connected via IoT technologies, and this number is set to hit 25.1 billion by 2021 [67] . However, what if each of these 25.1 billion devices could be easily attacked and compromised by hackers? According to a Business Insider survey, 39% of respondents regard this possibility as a great concern. This concern is understandable because these devices collect and VOLUME 6, 2018 transmit data that are valuable and often sensitive and should be secured as such. Since LPWA communications mostly operate in the free unlicensed spectrum, LPWA-based IoT applications will then have security concerns. Although SigFox applies different techniques to secure the network, such as sequencing, message scrambling and anti-replay, it does not encrypt the transmitted payload, and thus it relies on the upper layer for this purpose. SigFox devices rely on a fixed secret key for online registration, which can be exploited for sending forge messages to the network. This may lead to a node being blacklisted if more than the limited number of messages is exceeded [37] . RPMA is also reported to be vulnerable to security [37] . LoRaWAN end devices, on the other hand, can be exploited when activated Over-The-Air through the nonce that is used to send an unencrypted join request [37] . These issues can be addressed by applying better security techniques or by operating in the licensed spectrum. Applying up-to-date security patches and protocols that allow device mobility while enforcing security such as the locator identity separation protocol (LISP) [101] and network mobility (NEMO) [102] are some of these techniques [36] .
The extensible authentication protocol method for 3rd generation authentication and key agreement (EAP-AKA) [103] and EAP method for GSM subscriber identity modules (EAP-SIM) [104] are designed for cellular devices while lightweight authentication protocols such as the pre-shared key EAP method (EAP-PSK) [105] are proposed for devices that require little computing power and memory. A lightweight bootstrapping service is proposed for IoT devices in [106] using CoAP, EAP and authentication, authorization and accounting (AAA) architecture. Currently, works are in progress within IETF which encourage the use of EAP such as EAP-AKA [107] (a small revision of EAP-AKA), EAP-transport layer security (EAP-TLS1.3) [108] and nimble out-of-band authentication for EAP (EAP-NOOB) [109] . EAP-TLS is an EAP authentication method which is widely supported in WiFi, MulteFire [110] and 5G networks. EAP-NOOB is proposed for the registration, authentication and key derivation of IoT devices that have a minimal user interface and no pre-configured authentication credentials, and could also be a candidate for authenticating LPWA devices due to similar device characteristics. On the other hand, IETF recommends AAA framework [111] to tackle some of the security issues of LPWA networks [112] , and it has been considered as one of the technologies to secure IoT deployments in [36] . Authentication of the massive number of nodes that number in the hundreds of thousands in some scenarios is a challenge for LPWA technologies. This is also true for data encryption [4] , [9] , [113] , [114] . Furthermore, security mechanisms of systems that rely on the cloud for data storage and processing demand further investigation. This should not be overlooked for healthcare systems, where privacy is mandatory [3] , [4] , [34] .
Some of the LPWA solutions are currently based on the cloud, and the future trend is likely towards more cloud dependence. The large amounts of data collected from sensors deployed in end devices must be processed, and information should be generated in a way that is meaningful to humans. A framework that provides mechanisms for data collection, analysis and resource provision in smart cities is presented in [115] . Traditional approaches to data processing are no longer appropriate with respect to the IoT environment [34] . This task requires extensive research that can lead to developing efficient and secure data mining algorithms and implementing machine learning for managing big data.
The LPWA technologies surveyed in this paper provide basic support for roaming, which allows network deployment on a large scale. This matter is being investigated by the LoRa-Alliance in the LoRaWAN 1.1 specification [47] . SigFox makes it possible for devices to communicate with multiple base stations without the need for roaming or handovers [15] . However, mobility support must be further developed to include services such as end-to-end secure communication, inter-operator billing, device location and transparent provisioning throughout roaming periods.
Although LPWA uses a number of robust and reliable techniques, the massive number of LPWA devices that are mainly operating in shared radio spectrum are error-prone. This is a serious issue for data transmission (as is the case in the LPWA networks where short messages are often transmitted), which requires a high level of accuracy. Message integrity concerns the LoRaWAN DL as frames are not checked for CRC and NB-IoT supports a single adaptive asynchronous hybrid automatic repeat request (HARQ) for both links [56] . This raises the issue of message integrity, which needs to be properly addressed.
The low-end device cost is a potential economic factor driving the deployment of LPWA systems by businesses and governments. This one-time cost, however, is not as significant as the cost of service subscription. Thus, LPWA operators must keep this cost as minimal as possible.
On the one hand, the use of licensed spectrum resources by some LPWA technologies will increase their operational costs due to the license subscription requirement. On the other hand, the large number of objects, whose number will increase even more in the future, operating in the free unlicensed spectrum increases the probability of packet collision. [48] has found that although LoRa is robust to packet collisions resulting from concurrent transmissions, introducing timing offsets between relaying packets to add a random timing delay can further improve the receiver performance. CSMA/CA or cellular like multiple access protocols seem to be very complicated for simple and cheap LPWA devices. Although the use of Sub-GHz band mitigates the possibility of interference at low power budgets and duty cycle regulations limits device activity on the network, more efficient protocols are vital for better managing access to the network [9] . For LPWA technologies that operate in the licensed spectrum, the issues of frequency licensing and spectrum management must be addressed. There is a potential for new radio schemes to be introduced as needs and technology evolve.
The initial target of LPWA was applications and services that are not sensitive to delay or data loss. To be widely deployed, LPWA networks must be able to satisfy the requirements of a wide range of services. Examples of services that currently do not have sufficient support of LPWA include video surveillance applications, which require high data rates. Although RPMA and NB-IoT, with their relatively high data rates and large payload length (10 kB [9] and 317 B [56] , respectively) can be tentative solutions for these applications, they must be permitted to communicate at higher data rates and larger payloads (depending on the encoding rate). This, however, is not possible with convolutional codes in devices that replaced turbo codes for the sake of simple decoding [56] .
Furthermore, because LPWA networks are often capable of supporting low data rates and small frame sizes, the data need to be compressed robustly. It has been proposed to take advantage of compression techniques at the application layer such as CoIP for this purpose [36] . LPWA technologies communicate over low data rates that limit the size of frames. This shows the inefficiency of classical compression techniques for these technologies and the need for more efficient techniques.
To address the requirements of different IoT applications, LoRaWAN offers a number of classes and adapts the data rate using spreading factors. A congestion classifier was pro-VOLUME 6, 2018 posed by [97] for data rate control. Although most LPWA technologies support DL communications, some (e.g., SigFox and Telensa) are not effective for use-cases that require communication with end devices due to low data rates on the DL.
LPWA technologies deploy modulation (such as UNB) and spread-spectrum techniques (such as CSS and DSSS) that are resilient to interference. The analysis by [96] showed a low error probability for coded time-hopping spread spectrum systems, even under strong interference. LoRa modulation exhibits good resistance to interference [11] . However, interference from signals using the same spreading sequence drops the coverage probability exponentially as the number of devices increases [92] . Furthermore, the popularity of LoRa has resulted in the deployment of multiple networks in close proximity, causing high interference. To ensure the reception of the message, SigFox allows nodes to send the same message up to three times. It has been observed that the use of multiple base stations or directional antennas improves performance in an environment characterized by interference [95] . Turbo-FSK is a new UL scheme for LPWA networks. The transmitter performs FSK modulation, and the receiver turbo-decodes the FSK waveforms. M-ary orthogonal FSK modulation is associated with an iterative receiver (the turbo principle) in [99] . An extrinsic information transfer (EXIT) chart analysis [116] was used to optimize the parameters and find the best values. The scheme was reported to be energy efficient for different packet sizes when compared with the IEEE 802.15.4k standard [74] , the LoRa physical layer [117] and the serial concatenation of turbo codes (TC) [118] . The work extended the initial Turbo-FSK analysis presented in [119] . Whereas LPWA are required to provide higher data rates and larger payloads to support realtime applications, these come at the expense of increasing the encoding rate and eventually less robust radio links.
Whereas positioning can bring benefits to IoT applications, it is vital in some use-cases. Health condition and environmental monitoring, smart transportation and cities are among use-cases that require the nodes to be able to determine their physical position or logical location. Currently, NB-IoT and LoRaWAN allow the nodes to be located based on received signals and time [9] , [56] . Basic positioning of Release 13 NB-IoT is based on cell identity (CID), and advanced positioning of Release 14 is supported through the observed time difference of arrival (OTDOA) technique [56] . A similar approach with an ultra-high resolution time-stamp is exploited by LoRaWAN; however, its inaccuracy in indoor environments has been argued [120] . Mechanisms such as the combination of LoRa and GPS were proposed for more accurate positioning [121] . This articulates the need for new techniques that can provide precise positioning services to IoT applications.
There are cases where a message needs to be sent to a number of nodes simultaneously, for example, when the firmwares of a large number of end devices are upgraded or street lights are turned on or off. NB-IoT provides multimedia broadcast multicast services (MBMS) using single-cell point-to-multipoint (SC-PtM) data [56] . RPMA and LoRaWAN also support multicast [12] , [21] . However, LPWA systems must address issues related to multicast communications such as security and data flooding.
A new provisioning class was recently added to Release 14 NB-IoT to reduce the power consumption of end devices to a maximum of 14 dBm compared to 20 dBm in Release 13 [56] . LoRa was combined with wake-up receivers in an architecture to improve both power consumption and latency [122] . The combination of optimal-hop routing and the transmission configurations algorithm yielded a longer network lifetime for multi-hop communication compared with single-hop communication due to the reduction in the energy consumption of far-end devices in an LPWA network with up to thousands of end devices [98] . Cooperative relaying, signaling, radio resource allocation, and random access schemes are identified as main areas of energy efficiency improvement in [123] . More energy-efficient algorithms are particularly vital for LPWA technologies whose inherent energy efficiency is not high such as RPMA.
Scalability will most likely be a serious issue of LPWA technologies since the number of devices are exponentially increasing. Although LoRa allows transmitters a range of communication options, such as center frequency, SF, bandwidth, and coding rates, it limits the number of supported transmitters. Studies have shown that the number of end devices has a greater impact on LoRa scalability than spectrum restriction [92] . According to [93] and [94] , LoRa can scale well only if it is supported by dynamic transmission parameter selection and/or multiple sinks; otherwise, up to 120 nodes can be handled in 3.8 ha.
VII. CONCLUSION
LPWA technologies have been thoroughly explored in this survey. Unlike other survey papers in the field, our paper argues for the need for integration among diverse LPWA technologies and suggests the most effective solutions for different IoT use-cases. The contribution of these technologies to the market and business is discussed. To provide researchers with the latest in the field, recent research efforts to study or improve LPWA operation have been compared and classified. Although LPWA networks have attractive features for many IoT applications, there are still challenges that need to be addressed. Recommendations on how these issues can be addressed are presented. His main interests are distributed system security, wireless sensor networks, and security and privacy in healthcare applications. He was involved in a number of industry projects, including the development of intelligent irrigation control using wireless sensor networks, and the research of robust wireless sensor networks and real-time risk management system for safety assurance and emergency response in underground coal mines, and the project of improving the quality of healthcare in Queensland rural and remote areas. VOLUME 6, 2018 
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